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Cyber-Vulnerability Analysis for Real-Time
Power Market Operation
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Abstract—With the rapid advancement and integration of
communication and sensor technologies, power system opera-
tion is becoming more vulnerable to cyberattacks, particularly
attacks in which malicious data could induce catastrophic con-
sequences on market operations. Financial risks, as well as the
potential physical damages, raise growing concerns about the
reliable operation of the electricity market. Existing market-
targeting cybersecurity research has focused on developing
attack strategies or detection schemes. However, the lack of
cyber-vulnerability analysis (CVA) hinders operators from sys-
tematically evaluating the real-time (RT) market-clearing model
and identifying potential threats from a cybersecurity perspec-
tive. This article proposes a comprehensive CVA model for
delivering a detailed analysis of four aspects of vulnerability:
highly probable cyberattack targets, devastating attack targets,
risky load levels, and mitigation ability under different degrees of
defense. Users can simulate interactions between attackers and
defending operators under different attack events, and the cor-
responding market settlements are also obtained. The proposed
bilevel model is recast into mixed-integer linear programming
through Karush–Kuhn–Tucker (KKT) conditions. A simulation
study on an IEEE-30 bus system demonstrates the accuracy and
effectiveness of the proposed CVA model.

Index Terms—Cyber-vulnerability, cybersecurity, locational
marginal prices (lmps), bilevel optimization, KKT conditions.

NOMENCLATURE

Lower Level Variables and Parameters

Parameters

Ci Bidding prices of ith unit
di Load at bus i
Pmax

i , Pmin
i Up and down generation limits for unit i

GSFl−i Generation shift factor which gives the frac-
tion of a change in the injection at bus i that
appears on a branch l

Lmax
i , Lmin

i Up and down transmission capacity for
branch i
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Adf Defense degrees.

Variables

Pi Scheduled generation for unit i
V+

l , V−
l Defense decision for congestion status of lth

up/down line flow constraint
Vb

i , Vd
i , Vp

i
VL+

l , VL−
l

Defense decision for bid of ith unit, load at
ith bus, capacity of ith unit, up flow limit of
lth branch, and down flow limit of lth branch

Nb
i , Nd

i , Np
i

NL+
l , NL

l

Defense value for bid of ith unit, load at ith

bus, capacity of ith unit, up flow limit of lth

branch, and down flow limit of lth branch.

Upper Level Variables and Parameters

Parameters

Aak Attack degrees
qb

i , qd
i , qp

i
qL+

l , qL−
l

Penetration level of data manipulation in bid
of ith unit, load at ith bus, capacity of ith unit,
up flow limit of lth branch, and down flow
limit of lth branch.

Variables

Mb
i , Md

i , Mp
i

ML+
l , ML−

l

Attack value for bid of ith unit, load at ith

bus, capacity of ith unit, up flow limit of lth

branch, and down flow limit of lth branch.
δ+

l , δ−
l Attack decision for congestion status of lth

up/down line flow constraints
Bb

i , Bd
i , Bp

i
BL+

l , BL−
l

Attack decision for bid of ith unit, load at ith

bus, capacity of ith unit, up flow limit of lth

branch, and down flow limit of lth branch.

Lagrange Multipliers

λ Lagrange multiplier for power balance
constraint

γ +
l , γ −

l Lagrange multipliers for up and down flow
limits of lth branch

μ+
i , μ−

i Lagrange multipliers for upper and lower
generation limits of ith unit

α+
l,j, α

−
l,j, α

+
i,j,

α−
i,j

Lagrange multipliers for the 1st reformed
defense mitigation limits constraints

κ+
l,j, κ

−
l,j, κ

+
i,j,

κ−
i,j

Lagrange multipliers for the 2nd reformed
defense mitigation limits constraints

β Lagrange multipliers for defense ability
constraint.
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Parameters and Variables for Reformulations

Parameters

Qm, Qs, Qg Big numbers with Qg >> Qm.

Variables

δ+
l _V+

l ,

δ−
l _V−

l

Binary variables represent δ+
l +V+

l , δ−
l +V−

l

δ+
l _V+

l _Pi,

δ−
l _V−

l _Pi

Continuous variables represent (δ+
l +V+

l )·Pi,
(δ−

l + V−
l ) · Pi

δ+
l _V+

l _Mj
i

δ−
l _V−

l _Mj
i

, Continuous variables represent
(δ+

l + V+
l ) · Mj

i , (δ−
l + V−

l ) · Mj
i , and

j ∈ {p+, p−, d+, d−, b+, b−, L+, L−}
up+

i , up−
i Binary variables for the reformed comple-

mentary slackness of generation capacity
constraint of unit i

uL+
l , uL−

l Binary variables for the reformed comple-
mentary slackness of lth flow limits.

I. INTRODUCTION

ALTHOUGH the growth of the Internet has expedited
smart grid development, the interconnected smart grid

communication network opens the modern power system oper-
ation to unprecedented threats from cyberattacks. For example,
in December 2015, the information system for three distribu-
tion centers in Ukraine was compromised, and 30 substations
were switched offline [1]. In March 2019, a denial-of-service
attack occurred at a western utility in the U.S. disconnecting
the communication between operators and remote generation
sites for a minute [2]. These real-life events demonstrate that
cyber intrusions are capable of penetrating the communication
systems in power grid operation.

The U.S. power market clears hundreds of GW loads every
hour, where electricity is produced reliably and economically.
Malicious communication breaches into market operations
could induce catastrophic consequences on fair financial set-
tlements and reliable transmission services. Followed by the
initial discussion of market-targeted cyberattacks presented
in [3], the literature discussing various cyberattacks on power
market operations is abundant.

The three main directions of market-targeted cyberat-
tack research can be summarized as: (1) developing new
attack strategies, (2) developing new detection schemes, and
(3) investigating the sensitivity of cyberattacks. In the first
category, state estimation (SE) is the most popular intrusion
path. In [4], a robust false-data injection attack (FDIA) on SE
is designed to create a financial bias on market settlements
along with bogus bids. In [5], an undetectable parameter attack
on the system model is designed for financial profit in mar-
ket operations. In [6], a topology attack is combined with an
FDIA to lead customers to pay a higher bill through unde-
tectable price deviations. In [7], three new topology attacks
on SE are developed to mislead both economic dispatch
and reliable operation. Next, [8] determines that the grid
topology is too extensive to be known by attackers, and
a new profitable attack method without prior information
on grid topology is proposed. Similarly, imperfect topology

information is dealt with via robust optimization and stochas-
tic programming in [9] and [10]. Various new attack paths and
scenarios on market operation have been identified: a transmis-
sion line rating attack [11], a ramping constraints attack [12],
and very short-term load forecasting [13]. For the second
category of market-targeting cyberattack research, develop-
ing new detection schemes, detecting cyberattacks on market
operations mainly focuses on SE level protections. In [14],
a least-budget defense algorithm is proposed to secure pre-
selected sensors, leading to the failure of bad data detection
attacks. Refs. [15] and [16] have focused on enhancing the
bad data detection algorithm itself by investigating the statis-
tical difference between the random noise and the FDIA. In
the last category of market-targeted cyberattack research, the
sensitivity of cyberattacks, sensitivities of SE manipulation on
market-clearing results have been fully investigated. In [18]
and [19], the sensitivity of locational marginal prices (LMPs)
to bad meter data has been formulated, and buses with higher
sensitivity are found prone to being attack targets. In [20],
the mathematic representation for the sensitivity of profitabil-
ity to topology data is investigated. In [21], the sensitivity of
renewable generation curtailments to profitability is formed.
Although the curtailments in [21] are described as a strategy,
the malicious attack could lead to the same results.

Various market cyberattacks and their corresponding
defense strategies have been identified and demonstrated in
existing research works. They generally focus on elaborat-
ing the attack paths or specific strategies, for example, the
attacker’s injection of false data to SE which changes the
congestion pattern to modify LMPs. However, from the mar-
ket operators’ viewpoint, no matter where the attack path
lays, whether in SE or the market gateway, the potential tar-
gets in a market operation are as follows: unit bids, demand
management, generation capacities, line ratings, and con-
gestion patterns. Therefore, it is important for the market
operator to identify the vulnerability among all those attack
paths. To the best of our knowledge, no previous research
has developed a comprehensive analysis model regarding the
vulnerability of the electricity market model involving all
potential attack objectives and targets. Therefore, this arti-
cle first provides an impact analysis model that emulates
market-clearing under various cyberattacks, and then proposes
a set of algorithms to identify the vulnerability from different
aspects.

The detailed contributions of this article are as follows:
• A comprehensive cyber-vulnerability analysis (CVA)

model is proposed in which market data from all sources
is assumed to be susceptible to attacks, including line rat-
ings, congestion patterns, generation capacity withholds,
market-interface, etc. Namely, all parameters in the ISO’s
market model are assumed to be attackable. Next, vari-
ous attack objectives are categorized and considered. The
market operator can apply the proposed model to perform
impact analysis on market cyberattacks.

• Four specific impact analysis algorithms are proposed
to identify the vulnerability of power market param-
eters comprehensively. The four proposed algorithms
target four vital aspects of the vulnerability of power
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market parameters: (1) Vulnerability in terms of pos-
sibility: which attack paths are most likely to be
attacked? (2) Vulnerability in terms of severity: which
attack paths have the most impact on market operation?
(3) Vulnerability in terms of load level: at which load
level are attacks more likely to occur? (4) Vulnerability in
terms of defense strategies: how defense degrees impact
the effectiveness of market cyberattacks?

The rest of this paper is organized as follows. Section II
first presents the formulation of the proposed CVA model.
Section III describes the proposed algorithms based on the
CVA model in detail. In Section IV, the reformulation and lin-
earization steps for solving the proposed model are presented.
Section V conducts a detailed simulation study on an IEEE
30-bus system to demonstrate the effectiveness of the proposed
vulnerability analysis. Finally, conclusions and future studies
are discussed in Section VI.

II. PROPOSED ANALYSIS MODEL ON MARKET FDIAS

A. Preliminary on Real-Time (RT) Market Model

Ex-ante and ex-post are two primary models for RT market-
clearing [22]. In the ex-ante model, generation dispatches and
LMPs are calculated based on the forecasted conditions for
the next trading period. Optimal generation dispatches are
determined given the expected load and physical security con-
straints. The ex-post model is purely a price-setting model in
which generation dispatches are determined via the ex-ante
model, while the LMPs are calculated by the ex-post model.
The proposed analytical model can be applied to both the ex-
ante and ex-post models. The ex-ante model is applied here
as an illustration, shown in (1)-(5).

min
∑

i

Ci(pi) (1)

∑

i

Pi −
∑

i

di = 0 (2)

Pmin
i ≤ Pi ≤ Pmax

i , ∀i ∈ NG (3)
Nb∑

i=1

GSFl−i(Pi − di) ≤ Lmax
l ∀l ∈ L (4)

Nb∑

i=1

GSFl−i(Pi − di) ≥ Lmin
l ∀l ∈ L (5)

The details of the RT market model can be found in [22]. The
market-clearing price is composed of the Lagrange multipliers
associated with (2)-(5), as shown in (6).

LMP = λ +
∑

L

GSFl−i
(
γ +

l − γ −
l

)
. (6)

B. Proposed CVA Model

The proposed analytic model provides a flexible platform to
emulate different attack strategies and defense degrees under
various assumptions. The details of the vulnerability analy-
sis algorithms are discussed in the next section. This section
presents the construction of the CVA model.

The CVA model contains an attacker and a defending mar-
ket operator. The attacker wants to optimize its objective

Fig. 1. Proposed CVA model structure.

TABLE I
POTENTIAL ATTACK OBJECTIVES

(e.g., LMP manipulations), then it anticipates the optimal
response from the market operator. In this setting, the attack’s
optimization problem contains a nested optimization task that
corresponds to the market operator’s optimization problem.
The defending ability is modeled for the impact analysis of
defense degrees, which is clarified in detail in Section III-D.
Therefore, the proposed model is constructed as a bilevel
optimization problem. The attacker modifies the parameters
that impact the market-clearing result, and the market opera-
tor clears the market with defending variables, which in turn
affects the attacker’s objective. The overall structure of the
proposed model for CVA is shown in Fig. 1.

1) Upper Level (Attacker): Although most of the existing
research assumes that attacks on the market are profit-driven,
the purpose of cyberattacks on market operation varies from
one attacker to another. Generally, potential objectives for
power market cyberattacks can be categorized into three
types: (1) financial settlements, (2) generation dispatches, and
(3) transmission congestions. Therefore, the proposed model
considers different attack objectives from each of the above
categories, as shown in Table I to provide a general attack eval-
uation. The objective of the upper level model can be selected
from Table I based on different analysis purposes, which are
discussed in Section III.

The upper level of the analysis model incorporates all
potential attack targets in market operations. When the
market operator solves a RT economic dispatch problem,
data from multiple sources are used, including: (1) short-
term load forecasts and demand management from energy
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management systems (EMSs); (2) bidding prices and gen-
erator capacities from market gateway; and (3) congestion
patterns and line ratings from EMSs. Therefore, to conduct
a comprehensive analysis, all of the above data sources are
assumed to be susceptible to attacks, as shown in (7)-(11).
Although some parameters may not be easily compromised
unless the cyber threats are from insiders, the proposed
CVA model in this article considers comprehensive sce-
narios to provide a general analytic framework for market
operators to identify possible cyber vulnerabilities. Specific
constraints and variables can be simplified or removed if
decision makers consider these parameters to be perfectly
secure. The maximum amount of those attacks is constrained
by the penetration level value q and the targets’ original
value.

−qb
i ciB

b
i ≤ Mb

i ≤ qb
i ciB

b
i , ∀i ∈ NG (7)

−qd
i diB

d
i ≤ Md

i ≤ qd
i diB

d
i , ∀i ∈ L (8)

−qp
i Pmax

i Bp
i ≤ Mp

i ≤ qp
i Pmax

i Bp
i , ∀i ∈ NG (9)

−qL+
l Lmax

l BL+
l ≤ ML+

l ≤ qL+
l Lmax

l BL+
l , ∀i ∈ Lδ+

l
(10)

qL−
l Lmin

l BL−
l ≤ ML−

l ≤ −qL+
l Lmin

l BL−
l , ∀i ∈ Lδ−

l
(11)

δ−
l + δ+

l ≤ 1, ∀l ∈ L (12)
∑

l

δ−
l + δ+

l + BL+
l + BL−

l +
∑

i

Bb
i + Bp

i + Bd
i ≤ Aak (13)

Constraint (12) means that congestion pattern attacks happen
either at upper or lower limits because a line flow can either be
on the upper or lower limit. The attacker degree is constrained
in (13), which represents how many targets the attacker can
compromise.

2) Lower Level (Market Operator): The market operator
is placed at a lower level equipped with the capability to
defend against attacks. The original economic dispatch model
(1)-(5) becomes (14)-(18) with the considered attacks and cor-
responding defenses. To identify the critical attack path and
defense efficiency, the defense degree is constrained in (19),
which represents the number of attacks that can be defended
against. Although operators want to defend against all pos-
sible attacks, there is always a recourse limit such that they
have to defend against the attacks that they identify as most
threatening. It worth noting that the defender knows where
the attacker attacked in this bilevel formulation. However, the
defender proposed analysis presented in this work is aimed
at analyzing the effectiveness of the defense degree, which
is explained in detail in Section III-D. Equations (20) and
(21) indicate that if an attack is identified, then it is totally
countered, and equation (22) shows the defense is only placed
where the attack happens.

min
∑

i

(
Ci + Mb

i − Nb
i

)
Pi (14)

∑

i

Pi −
∑

i

(
di + Md

i − Nd
i

)
= 0 (15)

0 ≤ Pi ≤ Pmax
i + Mp

i − Np
i , ∀i ∈ NG (16)

(
δ+

l |Vδ+
l

) Nb∑

i=1

GSFl−i

(
Pi −

(
di − Md

i + Nd
i

))

Fig. 2. Identifying highly probable attack targets.

≤ Lmax
l + ML+

l −NL+
l , ∀l ∈ L (17)

(
δ−

l |Vδ−
l

) Nb∑

i

GSFl−i

(
Pi −

(
di − Md

i + Nd
i

))

≥ Lmin
l + ML−

l −NL−
l , ∀l ∈ L (18)

∑

i

∑

j

Vj
i +

∑

l

∑

j

Vj
l +

∑

l

Vδ+
l +

∑

l

Vδ−
l − Adf ≤ 0

(19)

Nj
i = Vj

i M
j
i, ∀i ∈ Nb, ∀j ∈ {d, p, b} (20)

Nj
l = Vj

l M
j
l, ∀l ∈ L, ∀j ∈ {

L+, L−}
(21)

Vi ≤ Bi, ∀i ∈ {
d, p, b, L+, L−}

(22)

The proposed CVA model is used to perform a vulnerability
analysis from four different aspects, which will be elaborated
in the next section.

III. THE CAPABILITY OF THE PROPOSED

ANALYSIS MODEL

As discussed in the introduction, potential attack targets,
risky operating conditions, and defense effectiveness are
the most vital elements in developing a defense strategy.
Therefore, the following four aspects are selected to construct
the CVA model.

A. Identifying Highly Probable Attack Targets (Algorithm 1)

Some parameters are compromised more frequently than
others. For example, congestion patterns can be a vital attack
route for both LMP manipulation and diminishing social-
welfare. As shown in Fig. 2, protection of the congestion
pattern makes it hard for those two types of market attack-
ers to achieve their desired goals. Therefore, in Algorithm 1,
the CVA model is solved iteratively for all interested attack
objectives, and the attack route for each attack objective is
recorded. The frequently attacked parameters (routes) are iden-
tified as vulnerable parameters in terms of the probability of
being attacked. Providing protection to the identified parame-
ters diminishes overall attack interest in the market operation.
Further, the attacker has different optimal attack routes when
they have different attack degrees.

Therefore, market operators can also identify vital attack
routes under different attack degrees through Algorithm 1.
The detailed procedure of this identification is shown in
Algorithm 1 HPA, where HPA stands for “highly probable
attack” analysis.
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Algorithm 1 Function HPA (Market Parameters, Attack
Objectives)

Input Real-time market parameters and interested attack objectives
Output Highly probable attack targets

1 For each possible attack degree do
2 For each attack objective in Table I do
3 Solving the CVA model (7) - (22)
4 Record the attack binary variable B for each target
5 End for
6 Sum variable B in all attack objectives for each target
7 End for
8 Identify targets that have high values of sum (B)

9 Return the Identified Targets

Fig. 3. Identifying devasting attack targets.

B. Identifying Devasting Attack Targets (Algorithm 2)

Different from highly probable attack targets (Algorithm 1),
devasting attack targets vary from one attack objective to
another. The attacks on one parameter could be more effective
than the attacks on other parameters for a particular attack
objective. As shown in Fig. 3, modifying load information
could be more effective than modifying line rating. Thus, pro-
tection of these attack targets largely diminishes the attackers’
interest in a specific attack objective. It should be noted that
an attack on the congestion pattern is not applicable to this
algorithm because the congestion status is a binary variable
that does not have a penetration level.

Further, LMPs experience step changes regarding some
attack routes, such as attacks in load levels, which means the
LMP does not change until the modified parameter is large
enough. For these attack scenarios, Algorithm 2 can iden-
tify the critical attack penetration level that leads to the step
change. In Algorithm 2, the CVA model is solved iteratively
with a gradual increase of the penetration level �q under an
interested attack objective. The selection of �q is based on
the market operator’s need, and the smaller the �q, the higher
the level of accuracy that can be obtained. The detailed pro-
cedure of this identification is shown in Algorithm 2 DAT,
where DAT stands for “devasting attack targets” analysis.

C. Formulating Risky Load Levels (Algorithm 3)

Different load levels result in different market settlements
and dispatches. Therefore, the load level is a critical ele-
ment of a successful cyberattack. As shown in Fig. 4, an
attacker with the same ability could obtain different profits
from market-clearing under different load levels. Therefore,
the higher the profitability is, the riskier the load level is.
In Algorithm 3, the CVA model is solved iteratively with
all interested attack objectives at different load levels. The
obtained attack objective values are scaled and summed for

Fig. 4. Formulating risky load levels.

Algorithm 2 Function DAT (Market Parameters, Attack
Objectives)

Input Real-time market parameters and interested attack objectives
Output Devasting attack targets

1 Select interested attack objective from Table I
2 For each attack target do
3 Set attack variables B associated with other attack

targets equal to 0
4 While penetration level q is less than a threshold
5 Solving the CVA model (7) - (22)
6 q = q + �q
7 Record the value of attack objective
8 End while
9 End for

10 Compare the slope of different attack targets
11 Identify targets that have steep slopes

12 Return the Identified Targets

Algorithm 3 Function RLL (Market Parameters, Attack
Objectives)

Input Real-time market parameters and interested attack objectives
Output Risky load levels

1 For each load level do
2 Obtain market-clearing result without attacks
3 For each interested attack objective do
4 Solving the CVA model (7) - (22)
5 Record the difference between the attacked value and

the normal value
6 End for
7 Sum attack objectives with specified weights

∑
Wi · obji

8 End for
9 Identify load levels that have high weighted values

10 Return the Identified Load Levels

each load level. If the value is higher than a certain threshold,
then the load level can be identified as risky. In this study,
the same load participation factors are assumed. If the mar-
ket operator interests in different load participation factors,
the load level and the participation factors are both recorded
when solving the CVA model, and the risky load level becomes
a risky set containing a load level and load participation
factors.

The market operator should take extra caution when the
current load level is identified as risky. The detailed procedure
of this identification is shown in Algorithm 3 RLL, where RLL
stands for “risky load level” analysis.

D. Investigating the Mitigation Ability of Different Defense
Degrees (Algorithm 4)

The goal of Algorithm 4 is to investigate the impact of
defense degrees on the effectiveness of the attack. As shown
in Fig. 5, if some of the most effective attack routes are
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Fig. 5. Mitigation ability of different degrees.

Algorithm 4 Function DDD (Market Parameters, Attack
Objectives)

Input Real-time market parameters and interested attack objectives
Output Defense mitigation ability plot/list

1 For each attack objective do
2 Set an interested attack degree Aak and set the defense

degree Adf = Aak
3 while defense degree Adf is larger than 0 do
4 Solving the CVA model (7) - (22)
5 Record the objective value
6 Adf = Adf − 1
7 End while
8 Plot/list the objective value versus defense degree
9 End for

10 Return the plot/list

defended by the operator, the attacker might switch to other
attack routes. However, those backup attack routes are not
as effective. Therefore, investigation of the defense degree to
which the attacker may lose the attack interests is an important
aspect of the development of defense strategies. The proposed
Algorithm 4 solves the CVA model iteratively with a grad-
ual increase of defense degrees, and the corresponding value
of the attack objective is recorded. When the value of the
attack objective discourages the attack, the defense degree is
identified as the critical defense degree.

The detailed procedure of this identification is shown in
Algorithm 4 DDD, where DDD stands for “different defense
degrees” analysis.

The above four proposed analysis algorithms are demon-
strated with examples in Section V. Analysis in this article is
performed using the attack objectives in Table I, but future
users can integrate any additional attack objectives in a simi-
lar way. The proposed analysis algorithms aim to solve the
CVA model iteratively, which could raise a concern about
scalability. Indeed, the number of combinations of attack
objectives and attack targets can be astronomical for a real
system. However, the potential attack objectives and attack
targets can be filtered to a much smaller portion depending
on ISOs or the decision maker’s preference. For example, the
ISO New England system has 2771 branches, but the average
active transmission constraint in January 2020, their winter
peak month, is just 142 branches [25]. The attacker’s ability
is also limited because the attacker may not have access to
all parameters. Therefore, the number of combinations can be
reduced. Further, the proposed algorithms are for the purpose
of analyzing vulnerability, not for protecting market operation
in RT. Thus, the proposed analysis could be performed offline
and in the cycle of a few weeks (or even months) depending

on the market operator’s preference. Therefore, the computa-
tion is a minor concern for the proposed vulnerability analysis
algorithms.

IV. REFORMULATIONS OF THE PROPOSED CVA MODEL

Section II describes the mathematical model for CVA, and
Section III discusses how to apply the CVA model to iden-
tify cyber vulnerability for an RT market model. This section
presents the steps to solve the CVA model.

Normally, the lower-level problem can be converted
to constraints through Karush-Kuhn-Tucker (KKT)
conditions [23]. Then, the bilevel problem becomes a single-
level problem [24]. However, the lower-level problem of
the CVA model contains binary variables, which violate
the optimality condition of the KKT conditions. Here, we
apply the following reformulations to convert the lower-level
problem with binary variables through KKT conditions.

Step 1) Constraints (20) and (21) Linearization: Constraints
(20) and (21) contain the multiplication of binary variables and
continuous variables. The detailed equations for linearizing
(20) and (21) can be found in Appendix A.

Step 2) Lower-Level Problem Convexification: The binary
variables in the lower-level problem are convexified through
a penalty function before the KKT conversion. The binary
defense decision variable V is reformed with continuous rep-
resentation. Equation (23) redefines V as a finite continuous
value with an upper limit W. Then, equation (24) restricts the
feasible value for the continuous variable V to be either 1 or 0.
It is worth noting that although now the binary variable V is
remodeled through continuous representation, the feasibility
region is still non-convex.

W ≥ V ≥ 0 (23)

V(V − 1) = 0 (24)

min cos t + Q(V(V − 1))2 (25)

Then, constraint (24) is removed by adding a penalty term
in the objective function, as shown in (25). The large num-
ber Q will penalize the objective function unless V is either
1 or 0. The square of V(V − 1) has the same feasible region
as V(V − 1), but the square is a convex representation. In this
formulation, the lower-level problem is convexified. The selec-
tion of the large number Q is a challenge for optimization
problems involving penalties because a penalty term may not
be exactly zero at the obtained optimal solution. In this study,
a large value is assigned to Q initially, and then it is gradually
increased until an optimal solution is obtained (i.e., the solu-
tion does not change and the value of V is close to binary).
When the penalized variables are close but not exactly binary
(e.g., 0.99 or 0.01), they are rounded to 0 or 1.

Step 3) Formulating KKT Conditions: The optimality con-
ditions of the lower-level problem in a bilevel formulation
are well-established in [26] and [27]. Therefore, the complete
KKT constraint set is not elaborated here.

Step 4) Linearizing Nonlinear Terms: The CVA model con-
tains nonlinear elements that render the implementation of the
optimizations. In particular, the multiplication of the status of
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Fig. 6. One-line diagram of IEEE-30 bus system.

congestion attacks and other variables leads to various non-
linear elements. The constraints that contain nonlinear terms
are listed in Appendix B. The detailed steps for linearizing
all the nonlinear elements in those constraints are attached in
Appendix C, Appendix D, and Appendix E.

V. CASE STUDY

A thorough simulation study of an IEEE 30-bus system
is given in this section to demonstrate the effectiveness of
the proposed vulnerability analysis algorithms. The system
topology is shown in Fig. 6.

The detailed system parameters can be found in [28]. The
simulation studies were performed with MATLAB 2018 on
a PC with Intel i7-8650U processor and 8GB RAM.

A. Identifying Highly Probable Attack Targets

This study aims to demonstrate Algorithm 1 in
Section III-A. The CVA model is solved iteratively for
various attack objectives from Table I. The computational
time of Algorithm 1 in this study is 70.32 s.

Fig. 7 shows various attacked parameters for each attack
objective. The Y-axis shows different objectives of the attacks,
and the X-axis shows different attack targets in market oper-
ation. Triangles on a specific row represent optimal attack
targets for a specific attack objective. For example, for the
attack that is to maximize the LMP at bus 1, the optimal attack
targets are the load at bus 12 and the line rating at line 15.
In other words, an attack on these two parameters will more
effectively alter the LMP at bus 1 than the attacks on any other
different combination of two parameters.

Therefore, by enumerating the number of triangles on each
column, the probability of being attacked can be estimated
for each parameter from the perspective of being a highly
probably attack target. In other words, the column that has
the most triangles indicates the parameter that has the high-
est probability of being attacked. In this study, the line rating
of line 15 is the most vulnerable parameter, which will be
the most frequent attack target. Therefore, when this target is
protected, most attacks become less effective. Although the
attackers’ objective is usually unknown in reality, protection

Fig. 7. Identifying the most likely attack target.

of highly probable targets reduces overall attack interest in
the market operation. The upper subplot and lower subplot
in Fig. 7 represent different attack degrees (2 and 3), namely,
how many parameters the attacker is able to modify. When the
attack degree increases from 2 to 3, the possibility of attack-
ing the line rating of line 15 increases from 48.6% to 71.6%.
Therefore, if the line rating of line 15 is immune from attacks,
interests in most attacks on this market are greatly reduced.

B. Identifying Devasting Attack Targets

This study aims to demonstrate Algorithm 2 in
Section III-A. The CVA model for interested attack objectives
is solved iteratively for a gradual increase of the penetration
levels of different attack targets. The deviations between the
objective value under normal operation and under attack are
recorded. The computational time of Algorithm 2 in this
study is 135.25 s. We select the most popular two attack
objectives in the literature as examples: (1) diminishing the
social welfare and (2) manipulating LMPs (bus 10). The
impact analyses of 4 different attack targets on those two
objectives are shown in Table II and Table III. Simulations on
other attack objectives and targets can be performed similarly.

For LMP manipulation, an attack on unit 4’s bid is more
effective when the penetration level is low, and an attack on
unit 3’s capacity becomes more effective when the penetra-
tion level is higher than 40%. For diminishing social-welfare,
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TABLE II
IMPACT ANALYSIS ON LMP MANIPULATIONS

TABLE III
IMPACT ANALYSIS ON DIMINISHING SOCIAL-WELFARE

attacking the load at bus 2 is more effective when the penetra-
tion level is lower than 30% or higher than 90%, and attacking
unit 3’s bid is more effective for other penetration levels.
Further, a step-change phenomenon is observed for both attack
objectives. The social welfare loss exhibits a step-change pat-
tern with the bid modification attack and continuously changes
with the remaining attacks. By comparison, the LMP contin-
uously changes with the bid modification attack and exhibits
a step-change pattern with the remaining attacks. This indi-
cates that the bid modification attack does not impact social
welfare unless it changes the dispatch results since it does not
change the generation cost in practice, but the bids of marginal
units directly impact the LMP. If the most sensitive attack tar-
get is identified and protected, the attack interests for a specific
attack are significantly reduced.

C. Evaluating Risk Load Levels

This study aims to demonstrate Algorithm 3 in
Section III-C. The CVA model for all attack objectives
is solved iteratively under different load levels. The deviations
between the objective value under normal operation and under
attack are recorded. The computational time of Algorithm 3 in
this study is 965.36 s. Fig. 8 shows the risk evaluation of
different load levels by a heat map. Different attack objectives
have their own heat map (i.e., risk zone).

Here, all risk zones are summed and scaled to be between
0 and 1, where 0 means not risky, and 1 means the riskiest.
Thus, the greater the overlap of the risk zones, the brighter
the square is. That is, a brighter area means more impact on
the market operation.

As shown in Fig. 8, at first, the heavier the load is, the more
an attacker can do. However, when the load becomes higher,
the impact decreases because the margin for manipulation by
the attacker is decreased. In other words, when more gener-
ations are at maximum, there is less room for an attacker to
manipulate the parameters without being detected.

Fig. 8. Vulnerable market operating zone.

TABLE IV
IMPACT ANALYSIS ON DEFENSE DEGREE

D. Investigating the Mitigation Ability of Different Degrees
of Defense

This study aims to demonstrate Algorithm 4 in
Section III-D. The understanding of how defenses improve
the deviation from the optimal dispatch provides a guideline
for a market operator to develop defense strategies. The
CVA model is solved iteratively with a gradual increase of
the defense degree. The computation time of Algorithm 4 in
this study is 65.39 s. As shown in Table IV, the value of
deviation from a normal value gradually decreases to zero
with the increasing defense degree.

When more highly effective attack routes are blocked (i.e.,
at higher defense degrees), the attacker has to switch to less
effective attack routes, and thus, the impact of cyberattacks
is alleviated. Although the attack still impacts market opera-
tions unless all of the compromised parameters are corrected,
the attacker could lose interest when the degree of defense is
higher than a certain threshold such that the attacker’s gain
from a cyberattack is very low. The proposed analysis pro-
vides the market operator with information on critical defense
degrees. As shown in the first row of Table IV, when 3 of
the most effective attack routes can be protected, the maxi-
mum social welfare deviation dropped from 109.2% to 86.2%,
which may discourage the attacks. Further, the social wel-
fare loss due to cyberattacks decreases almost linearly with
the increasing defense level. For an LMP manipulation attack,
as in the second row of Table IV, the defense is not effec-
tive (i.e., the deviation created by the attack is 215.9%) until
5 parameters can be defended, which means the attackers can
still achieve the desired outcome via the undefended measures.
When the defense degree is larger than 5, the optimal value
of the attack objective starts to decrease. It should be pointed
out that the proposed algorithm provides useful information
for a decision maker while the actual threshold to determine
the number of defense degrees is a choice of the decision
maker.

Authorized licensed use limited to: UNIVERSITY OF TENNESSEE LIBRARIES. Downloaded on September 27,2021 at 16:20:45 UTC from IEEE Xplore.  Restrictions apply. 



ZHANG AND LI: CYBER-VULNERABILITY ANALYSIS FOR REAL-TIME POWER MARKET OPERATION 3535

VI. CONCLUSION

In this article, the missing components in the current
research on power market cybersecurity are discussed. Next,
a CVA model is proposed for market operators to per-
form impact analysis on market cyberattacks. Then, four
vital components related to cyber vulnerability in the system
are discussed, and four vulnerability analysis algorithms are
proposed. The proposed algorithms can help the market oper-
ator identify highly probable attack targets, devastating attack
targets, risky load levels, and the mitigation ability of differ-
ent defense degrees. In summary, the proposed CVA model
provides a new method to identify various aspects that are
vulnerable to cyberattacks in market operation, which provides
valuable references for further development of cyber defense
strategy.

Our future studies will focus on applying artificial intel-
ligence algorithms to identify specific interaction patterns
between attackers and defenders based on the proposed
CVA model.

APPENDIX

The reformulations and linearization of the CVA model are
included in this Appendix.

A. Constraint (20) and (21) Linearization

The first constraint (20) is linearized and replaced
by (A1) and (A2). Similarly, (21) is replaced by (A3)
and (A4).
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B. Constraints That Contain Nonlinear Elements

Equations (17) and (18)
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C. Linearizing δ_V · M and δ_V · N

The variable δ_V represents the OR gate operation of the
variable δ and V. Therefore, the relationship between δ_V , δ,
and V is shown in (C1)-(C3).

δ
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Similar to (A1)-(A4), δ_V ·M is replaced by a new continuous
variable δ_V_M, with constraints (C4) and (C5).
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In element δ_V ·N, variable N is constrained by (A1)-(A4).
A new continuous variable δ_V_N is introduced to replace
δ_V · N with (C6)-(C10).
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D. Linearizing δ_V · P

The upper limits of P contain variables and parameters.
Thus, the reformulation is applied recursively. Then, the δ_V ·P
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is represented by a new continuous variable δ_V_P with
constraints (D1) - (D10).
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E. Linearizing Complementary Slackness Constraints

The technique (Fortuny-Amat reformulation) of lineariz-
ing complementary slackness has been well established
in [26] and [27]. All complementary slackness constraints in
this article are dealt with via this technique. For example,
(B5) is equivalent to (E1)-(E2). Similarly, other complemen-
tary slackness constraints can be reformed. However, after this
reformulation, they are still not linear due to variable δ_V .
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Therefore, we add a new constraint (E3) to remove δ_V
from (E1) and (E2). Similarly, δ_V in other constraints can be
removed.
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DISCLAIMER

This article was prepared as an account of work sponsored
by an agency of the United States Government. Neither the
United States Government nor any agency thereof, nor any of
their employees, makes any warranty, express or implied, or
assumes any legal liability or responsibility for the accuracy,
completeness, or usefulness of any information, apparatus,
product, or process disclosed, or represents that its use would
not infringe privately owned rights. Reference herein to any
specific commercial product, process, or service by trade
name, trademark, manufacturer, or otherwise does not nec-
essarily constitute or imply its endorsement, recommendation,
or favoring by the United States Government or any agency
thereof. The views and opinions of authors expressed herein
do not necessarily state or reflect those of the United States
Government or any agency thereof.

REFERENCES

[1] G. Liang, S. R. Weller, J. Zhao, F. Luo, and Z. Y. Dong, “The 2015
Ukraine blackout: Implications for false data injection attacks,” IEEE
Trans. Power Syst., vol. 32, no. 4, pp. 3317–3318, Jul. 2017.

[2] (Sep. 2019). NERC Lesson Learned: Risks Posted by
Firewall Firmware Vulnerability. [Online]. Available:
https://www.nerc.com/pa/rrm/ea/Lessons%20Learned%20Document%20
Library/20190901_Risks_Posed_by_Firewall_Firmware_Vulnerabilities.
pdf.

[3] L. Xie, Y. Mo, and B. Sinopoli, “Integrity data attacks in power mar-
ket operations,” IEEE Trans. Smart Grid, vol. 2, no. 4, pp. 659–666,
Dec. 2011.

[4] R. Moslemi, A. Mesbahi, and J. M. Velni, “Design of robust profitable
false data injection attacks in multi-settlement electricity markets,” IET
Gener. Transm. Distrib., vol. 12, no. 6, pp. 1263–1270, Mar. 2018.

[5] H. Xu, Y. Lin, X. Zhang, and F. Wang, “Power system parameter attack
for financial profits in electricity markets,” IEEE Trans. Smart Grid,
vol. 11, no. 4, pp. 3438–3446, Jul. 2020.

[6] G. Liang, S. R. Weller, F. Luo, J. Zhao, and Z. Y. Dong, “Generalized
FDIA-based cyber topology attack with application to the Australian
electricity market trading mechanism,” IEEE Trans. Smart Grid, vol. 9,
no. 4, pp. 3820–3829, Jul. 2018.

[7] G. Liang, S. R. Weller, J. Zhao, F. Luo, and Z. Y. Dong, “A framework
for cyber-topology attacks: Line-switching and new attack scenarios,”
IEEE Trans. Smart Grid, vol. 10, no. 2, pp. 1704–1712, Mar. 2019.

[8] M. Esmalifalak, H. Nguyen, R. Zheng, L. Xie, L. Song, and Z. Han, “A
stealthy attack against electricity market using independent component
analysis,” IEEE Syst. J., vol. 12, no. 1, pp. 297–307, Mar. 2018.

[9] M. R. Mengis and A. Tajer, “Data injection attacks on electricity markets
by limited adversaries: Worst-case robustness,” IEEE Trans. Smart Grid,
vol. 9, no. 6, pp. 5710–5720, Nov. 2018.

[10] A. Tajer, “False data injection attacks in electricity markets by limited
adversaries: Stochastic robustness,” IEEE Trans. Smart Grid, vol. 10,
no. 1, pp. 128–138, Jan. 2019.

[11] H. Ye, Y. Ge, X. Liu, and Z. Li, “Transmission line rating attack in two-
settlement electricity markets,” IEEE Trans. Smart Grid, vol. 7, no. 3,
pp. 1346–1355, May 2016.

[12] D.-H. Choi and L. Xie, “Ramp-induced data attacks on look-ahead dis-
patch in real-time power markets,” IEEE Trans. Smart Grid, vol. 4, no. 3,
pp. 1235–1243, Sep. 2013.

[13] C. Liu, M. Zhou, J. Wu, C. Long, and D. Kundur, “Financially motivated
FDI on SCED in real-time electricity markets: Attacks and mitigation,”
IEEE Trans. Smart Grid, vol. 10, no. 2, pp. 1949–1959, Mar. 2019.

[14] R. Deng, G. Xiao, and R. Lu, “Defending against false data injection
attacks on power system state estimation,” IEEE Trans. Ind. Informat.,
vol. 13, no. 1, pp. 198–207, Feb. 2017.

[15] Y. Huang, J. Tang, Y. Cheng, H. Li, K. A. Campbell, and Z. Han,
“Real-time detection of false data injection in smart grid networks: An
adaptive CUSUM method and analysis,” IEEE Syst. J., vol. 10, no. 2,
pp. 532–543, Jun. 2016.

[16] G. Chaojun, P. Jirutitijaroen, and M. Motani, “Detecting false data injec-
tion attacks in AC state estimation,” IEEE Trans. Smart Grid, vol. 6,
no. 5, pp. 2476–2483, Sep. 2015.

Authorized licensed use limited to: UNIVERSITY OF TENNESSEE LIBRARIES. Downloaded on September 27,2021 at 16:20:45 UTC from IEEE Xplore.  Restrictions apply. 



ZHANG AND LI: CYBER-VULNERABILITY ANALYSIS FOR REAL-TIME POWER MARKET OPERATION 3537

[17] S. Tan, W.-Z. Song, M. Stewart, J. Yang, and L. Tong, “Online data
integrity attacks against real-time electrical market in smart grid,” IEEE
Trans. Smart Grid, vol. 9, no. 1, pp. 313–322, Jan. 2018.

[18] L. Jia, J. Kim, R. J. Thomas, and L. Tong, “Impact of data quality on
real-time locational marginal price,” IEEE Trans. Power Syst., vol. 29,
no. 2, pp. 627–636, Mar. 2014.

[19] D.-H. Choi and L. Xie, “Sensitivity analysis of real-time locational
marginal price to SCADA sensor data corruption,” IEEE Trans. Power
Syst., vol. 29, no. 3, pp. 1110–1120, May 2014.

[20] D.-H. Choi and L. Xie, “Economic impact assessment of topology
data attacks with virtual bids,” IEEE Trans. Smart Grid, vol. 9, no. 2,
pp. 512–520, Mar. 2018.

[21] N. A. Ruhi, K. Dvijotham, N. Chen, and A. Wierman, “Opportunities for
price manipulation by aggregators in electricity markets,” IEEE Trans.
Smart Grid, vol. 9, no. 6, pp. 5687–5698, Nov. 2018.

[22] F. Li, Y. Wei, and S. Adhikari, “Improving an unjustified common prac-
tice in ex post LMP calculation,” IEEE Trans. Power Syst., vol. 25, no. 2,
pp. 1195–1197, May 2010.

[23] J. Fortuny-Amat and B. McCarl, “A representation and economic
interpretation of a two-level programming problem,” J. Oper. Res. Soc.,
vol. 32, no. 9, pp. 783–792, 1981.

[24] F. Ding, Y. Zhang, J. Simpson, A. Bernstein, and S. Vadari, “Optimal
energy dispatch of distributed PVs for the next generation of distribu-
tion management systems,” IEEE Open Access J. Power Energy, vol. 7,
pp. 287–295, 2020.

[25] Q. Zhang, F. Li, H. Cui, R. Bo, and L. Ren, “Market-level defense
against FDIA and a new LMP-disguising attack strategy in real-
time market operations,” IEEE Trans. Power Syst., vol. 36, no. 2,
pp. 1419–1431, Mar. 2021.

[26] S. Pineda and J. M. Morales, “Solving linear bilevel problems using
big-Ms: Not all that glitters is gold,” IEEE Trans. Power Syst., vol. 34,
no. 3, pp. 2469–2471, May 2019.

[27] A. J. Conejo and C. Ruiz, “Complementarity, not optimization, is the
language of markets,” IEEE Open Access J. Power Energy, vol. 7,
pp. 344–353, 2020.

[28] F. Li and R. Bo, “Small test systems for power system economic studies,”
in Proc. IEEE PES Gen. Meeting, Minneapolis, MN, USA, Jul. 2010,
pp. 1–4.

Qiwei Zhang (Graduate Student Member,
IEEE) received the B.S.E.E. degree from North
China Electrical Power University in 2016, and
the M.S.E.E degree from The University of
Tennessee in 2018, where he is currently pursuing
the Ph.D. degree with the Department of Electrical
Engineering and Computer Science. His research
interests include cybersecurity in power systems,
power system optimization, and market operation.

Fangxing Li (Fellow, IEEE) is also known as
Fran Li. He received the B.S.E.E. and M.S.E.E.
degrees from Southeast University, Nanjing, China,
in 1994 and 1997, respectively, and the Ph.D. degree
from Virginia Tech, Blacksburg, VA, USA, in 2001.
He is currently the James W. McConnell Professor of
Electrical Engineering and the Campus Director of
the CURENT, University of Tennessee, Knoxville,
TN, USA. His current research interests include
renewable energy integration, demand response, dis-
tributed generation and microgrid, energy markets,

and power system computing. He is currently serving as the Editor-in-Chief
for IEEE OPEN ACCESS JOURNAL OF POWER AND ENERGY and the Chair
of IEEE/PES Power System Operation, Planning and Economics Committee.

Authorized licensed use limited to: UNIVERSITY OF TENNESSEE LIBRARIES. Downloaded on September 27,2021 at 16:20:45 UTC from IEEE Xplore.  Restrictions apply. 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /Helvetica
    /Helvetica-Bold
    /HelveticaBolditalic-BoldOblique
    /Helvetica-BoldOblique
    /Impact
    /Kartika
    /Latha
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MonotypeCorsiva
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Times-Bold
    /Times-BoldItalic
    /Times-Italic
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryITCbyBT-MediumItal
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Average
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Average
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Recommended"  settings for PDF Specification 4.01)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


